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the actual content of a page. The
changes can be made to obscure
JavaScript code used on the site.

This method is often used by state-
sponsored hackers. Researchers at
the University of Washington are

the first to develop a program that
is designed to detect the changes
hackers make to HTML code. "Why
look at HTML? Because that's what
they use," said Elliot Alderson, lead
developer of the Norman detection

system and head of security
research at the university. "They
look for things that are actually
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more subtle." And sometimes the
subtle changes are just as

important as the more obvious
ones, because they are overlooked

by automated tools, he said.
Secrecy is key It is important for

hackers to be able to push changes
to a website anonymously. Often,

these changes hide malicious code
or make it easier for attackers to
find and target other users of a

website. In some cases,
webmasters can remove the

changes themselves. Other times,
when they aren't sure the changes
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are intentional or harmless, they
leave the unaltered pages on their
site. When this happens, it's called
a denial-of-service attack, and it's
important to note this attack is not
a form of hacking. However, state-
sponsored hackers often refer to

these kinds of attacks as "denial-of-
service hacking." "When state

sponsors do this, it comes off as
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